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HNucrpykuus
0 MPUMEHEHHUH CPeACTB AHTUBHPYCHOM 3a1IMTHI HH(POPMALMHU
B KupoBcKoOM 00,1aCTHOM rocyapcTBeHHOM 0011e¢00pa30BaTeJIbHOM ABTOHOMHOM
yupexnaennu «I'mmuasus Nel r. Kuposo-Yenenka»

TepMuHbl U onpeeeHnst

B WHcTpykiuu 0 NpUMEHEHHWH CPEACTB aHTUBMPYCHOM 3alluThl HHQOpManuu (ranee -
WHcTpyKius) MCHOIb30BaHbl CIEIYIONINE TEPMUHBI U OIIPEICIICHHUS:

IHosb30BaTem - JOJDKHOCTHBIE JIMIA, a TaKKe BCe Jpyrue Jula W OpraHu3aluH,
HCIOJIb3YIOUINE B paboTe CPEACTBA SJIEKTPOHHO-BBIYMCIUTEIBHON TEXHUKH.

AZIMMHHCTPATOPbI aHTUBMPYCHOI 3a1UThI HHGOpManmu (Janee -aaMuHUCTpaTopsl AB3) -
JOJDKHOCTHBIE JIUIIA TToApa3aesieHnid HHGOpMaIMOHHONW be30macHOCTH (TEXHUYECKUX TOApa3IesICHU ),
Ha3HAYEHHbIE OTBETCTBEHHBIMH 32 HKCIUTyaTallMIO CPEJCTB aHTHUBUPYCHOM 3allluThl MH(OpMALUU U
obecreunBaroIue opra"u3anuio u 3PQPEeKTHBHOE HMCTOJIb30BAaHUE CHUCTEMBl AaHTUBUPYCHOW 3aIUTHI
uH(popMaLnH.

JlokaabHo-BbIYHCANTENbHAA ceTh (Hanee - JIBC) - rpynma OBM, a taxke nepudepuiinoe
obopynoBaHue, OOBEIWHEHHBIE OJHUM WJIM HECKOJHKHUMU aBTOHOMHBIMH (HEApEHIyeMBIMH)
BBICOKOCKOPOCTHBIMH KaHaJIaMU Tepeaayd HUu(GPOBBIX JaHHBIX B MpeAesax OJHOIO MM HECKOJIBKHX
OJIM3IeXKaINX 3IaHUH.

AHTHBHpYCHasi 3amura uWHGOPMAUMU - CHUCTEMa OPraHU3aIMOHHO-TEXHUYECKUX
MEpONPUITHH, TpeOOBaHWW W YCIOBHH WCIOJB30BAHUS DIIEKTPOHHO-BBIYUCIUTEIILHON TEXHUKH,
MpelHa3HaYeHHas: A NPEeJOTBPALICHUs 3apa’keHUs MPOrpaMMHBIMH BHpycaMu HH(OPMAaIOHHO-
BBIYHCIUTENIBHBIX PECYPCOB MOCPEICTBOM MPUMEHEHHUS CPEJICTB aHTUBUPYCHOM 3alTUTHI MHPOPMAITIH.

BpenonocHasi mporpamma - mporpamma Juisi 3J€KTPOHHO-BBIYUCIUTEIbHBIX MauH (DBM),
3aBeIOMO MPHUBOJAIIAS K HECAaHKIMOHHUPOBAHHOMY YHHUTOXKEHHIO, OJOKMPOBAaHWIO, MOIUGUKALUN
100 KOTMPOBaHMIO HH(GOpPMAINH, HapymeHuto padboTel DBM, cuctempl OBM unu ux cerwu.

IIporpamMHble BHPYCHI - Pa3HOBUAHOCTH BPEIOHOCHBIX MPOTPaMM, OTJIMYUTEIbHOM
0COOEHHOCTBIO KOTOPBIX ABJIAETCS CLIOCOOHOCTH K Pa3MHOKEHHUIO (camoperuinkanun). B nononnenue k
3TOMY OHU MOTYT MOBPEXAATh WU MMOJHOCThIO YHHUTOXKATh TAHHBIE, TIOAKOHTPOJIbHBIE MOJIH30BATEINIO,
OT UMEHHU KOTOPOro Obljia 3amylleHa 3apakeHHast Iporpamma.

HNudopmaunonHo-texnnueckass cJjay:xk0a — GyHKIMM BO3JOXKEHbl Ha HHXEHepa —
MPOrpaMMHUCTA, OTBETCTBEHHOTO 3a ()YHKIIMOHMPOBAHHE aBTOMATHU3UPOBAHHBIX HH(GOPMAIIMOHHBIX
CUCTEM U AJIEKTPOHHO-BBIYUCIUTEILHOM TEXHUKH.

Cratpa 1. O0mue noJoxeHust

1. Hacrosmmass WHcTpykuusi pa3paOoTaHa B LENSX OCYLIECTBICHHMS AaHTHUBUPYCHOW 3aIlUTHI
uHpopManuy, coaepaienics 1 oOpabdarbiBaeMoil Ha pabounx craHIUsIX B KupoBckom 0061acTHOM
0011e00pa3oBaTeIbHOM aBTOHOMHOM yupexxaeHun «['mmuasust Nel r. Kuposo-Uenemka» (manee mo
TEKCTYy — YYPEXKICHHUE), OT HECAHKIMOHHPOBAHHOTO KOMHPOBAHUS, MOAUDHKAIMUA W pa3pyLICHHS
JIAHHBIX, UCIIOJIB3YEMBIX B JEATEIIBHOCTH YUPEXKJEHUS, a TaKKe HapylleHus paboThl MCIIOJIb3yEMOTro
MPOrpaMMHOTO 0OecreueHus] MpH BO3JACHCTBUM BHUPYCOB U JPYTHX BPEIOHOCHBIX IPOTpaMM
MOCPE/ICTBOM ~ KOMIUJIEKCA  OPraHU3allMOHHO-TEXHUYECKMX  MEPONpHUATHH MO  0OecredyeHuto
MH(POPMAIMOHHOM 0€301MacHOCTH.

2. Hacrosimas HCTpyKIUs onpeenseT NopsA0K IPUMEHEHUS CPEJICTB AHTUBUPYCHOM 3aUThI
B YUpEXKICHHHU, 3a]aud, OON3aHHOCTH M MpaBa aaMuHHCTpatopoB AB3, mosb3oBaTeneil cpencts
AHTUBHUPYCHOH 3aIIUTHI HH(POPMAITUH, TTOPSIOK YCTAHOBKH U IPUMEHEHUS! OOHOBIICHUH, IO JKITIOUSHHS
CpCACTB aHTPIBI/IpyCHOﬁ 3alllUTBI, a TaKXC NOpAAOK JIMKBUAAIUU HOCJ'IGI[CTBI/II\/'I BO3HCﬁCTBHﬂ
IIPOrpaMMHBIX BUPYCOB.



3. TpeboBanus Hactosamer WHCTpykuuu 00s3aTelbHbI  JJIsl  BBINOJHEHHUS  BCEMH
II0JIb30BATENsIMU U aAMHUHUCTpaTopamu AB3, a Taxke MHBIMM JHMIIAMM, UCHOJB3YIOIUMU CPEICTBA
BBIYHMCIUTEIBHON TEXHUKU.

4. OOmee pyKOBOACTBO OOECIIEYEHHMEM AHTUBUPYCHOH 3aliuThl MHGOpPMALKMK B TUMHA3HU
OCYIIECTBIISICTCS HHKEHEPOM — IIPOTPAMMHUCTOM, OTBETCTBEHHBIM 32 MH(POPMALMOHHYIO O€301acCHOCTh
U TeXHHYECKYo 3amuty nnpopmarmu UTC.

5. OTBeTCTBEHHBIN 3a MH(POPMALMOHHYIO 0€30MaCHOCTh U TEXHUUYECKYIO 3aIUTy UHPOpMaLUU
HUTC ocymecTBisieT HEMOCPEICTBEHHOE PYKOBOJACTBO OpTraHHM3AIMCH MPOBENCHUS padoT IIo
AHTUBUPYCHOM 3a1iuTe MH(QOpMaLMK B opranusanuu yepes corpyanukos UTC.

6. IlpakTnueckoe pelleHHE 3a/ad, CBS3aHHBIX C OpraHu3alledl aHTUBUPYCHOM 3alluThl
uHbOpMAlMM ¥ TPUMEHEHHEM CPEJICTB AHTUBUPYCHOM 3amMThl WHPOpPMAIMU B THUMHA3uH,
ocyiectisercs corpyaaukamu UTC.

7. Ilpyn BO3HMKHOBEHMM CHUTYyallMil, HE BKIIOYECHHBIX B IIOJIOKEHHs Hacrosmen MHcTpykuun,
pelieHre MNpUHUMaeTcs aaMuHucTpatopoM AB3 1o corjacoBaHHMiO C  OTBETCTBEHHBIM  3a
MH(OPMaLMOHHYIO O€30MaCHOCTh M TEXHUUECKYI0 3amuTy uHpopmannu UTC.

Crarbsn 3. Ilopsinoxk mnpuMeHeHUs] CpPeICTB AHTUBHMPYCHOH 3amuThl WHpOpMaLMU B
o0pa3oBaTeIbHOM y4peKIeHUH

1. CpenctBa aHTUBUPYCHOW 3amUThl MHGOpPMAIMKM JOJDKHBI YCTaHABIMBATHCS Ha BCEX
CpEICTBaxX BBIYUCIUTEIBHONW TEXHHMKH, JKCIUIyaTUPYyEeMbIX B oOpa3oBaTelbHOM YyupexjaeHuu. [Ipu
TEXHOJIOTUYECKOW HEOOXOJMMOCTH Ha OTHENIbHbIE CPEICTBAa BBIYUCIUTEIBHONW TEXHUKU CpEACTBa
AHTUBUPYCHOW 3allUThl MHPOpPMAIMM MOTYT HE YycCTaHaBiMBaThci. CHHCOK TaKMX HCKIIOYEHUI
yTBepxkaaercs pykooautenem UTC n nepecmaTpuBaeTcst €KEroIHo.

2. Tlopsimoxk mpUMEHEHHUs CPEJICTB aHTHUBUPYCHOM 3alIUThl MH(OPMALIUK yCTAaHABIMBAETCS C
Y4E€TOM COOJTFOICHHUS CIIETYIONTUX TPEOOBAHUMN:

- 00s3aTenbHBI BXOJHOW KOHTPOJb 3a OTCYTCTBUEM IIPOTPAMMHBIX BHMPYCOB BO BCEX
IOCTYMAIOMMUX Ha  O00BeKT  MHpOpMAaTU3alUK  SJIEKTPOHHBIX  HOCUTENSAX  HMH(pOpMaIuHy,
MH(GOPMALMOHHBIX MacCUBaX, IPOTPAMMHBIX CPEICTBAX OOLIETO U CIELUATILHOTO Ha3HAUCHMS,;

- o0s13arenbHas MPOBEPKAa BCEX IEKTPOHHBIX MUCEM HA MPEAMET OTCYTCTBHUS MPOrPaMMHBIX
BHUPYCOB;

- IEepUOAMYECKas IPOBEpPKA Ha IMPEAMET OTCYTCTBHS INPOTPAaMMHBIX BHPYCOB IKECTKHX
MarHuTHBIX TUCKOB (HE peke OJHOIO pa3a B HEZAENI0) M 00s3aTeNnbHas IPOBEPKa ChbeMHBIX HOCUTEIEH
nHGOpMalLUU Iepesl HauyauioM paboThl C HUMH;

- BHEIUIAHOBAs IPOBEPKA KECTKMX MAarHUTHBIX AUCKOB U ChEMHBIX HOCUTENECH MHpOpMaLuu B
cllydae IOJ03PEHHS Ha HAIMYUE IIPOrPaMMHBIX BUPYCOB;

- BOCCTAHOBJIEHHE Pa0OTOCIIOCOOHOCTH MPOTPAMMHBIX CPEJCTB U MH(POPMAITMOHHBIX MAaCCHBOB,
IIOBPEKACHHBIX IPOTPaMMHBIMU BUPYCAMH.

3. VmxeHep — NporpaMMHUCT, KaK YHNOJHOMOUYEHHOE JIMLO OPraHU3alM 10 aHTHUBUPYCHOM
3anuTe HHPOpMaLuu obecrnedrnBaeT:

- ylpaBJiieHHue KOHUrypauuen 1 JOrMYeckoi CTPyKTYpOH BCEro MporpaMMHOTO 00ecreueHHs
CHCTEMbl aHTUBUPYCHOM 3aIlIUThI HH(OPMALIUH;

- yIpaBJIEHUE YCTAaHOBKOH M OOHOBJIEHMEM JIMIEH3HOHHBIX KJIIOUEH CpEeACTB aHTHBHPYCHON
3alIUThl UHQOPMAIHH;

- YIOpaBJI€HHE PACCBUIKOW M YCTAaHOBKOW OOHOBIIEHHI 0a3 CpeICTB aHTUBUPYCHOM 3allUTHI
uH(pOpMaINH;

- OrpaHHMYeHHE JI0CTYyIa MOJb30BaTeleld Ha paboyMx MecTax K HAacTpOWKaM YCTaHOBJIEHHBIX
CpEeACTB aHTUBHPYCHOMN 3aIIUThI HH(OPMALINH;

- HACTPOIKY pacchUIKM cooOLIeHnH 00 OOHapyXeHMH BHPYCOB, 0 cOOSIX B paboOTe CpeicTB
AHTUBUPYCHOMW 3aILIUTHI U T.IL.;

- yIaJeHHOE peuleHne MpolseM, BO3HUKAIONIMX B IMPOIECCEe MCIOIb30BAaHUS CPEICTB
AHTUBHUPYCHOM 3aIUTHI HH(POPMALIUH.

4. lns pabouux CTaHIMI U cepBepoB, KOTOpble He MMeroT nojkiroueHus k JIBC, cpencra
AHTUBHUPYCHOM 3aIUTHI HHPOPMALIUH JUI HUX YCTAaHABIMBAIOTCS JIOKAJIBHO B MOPSAIKE, ONPEIETICHHOM
anMuHHcTparopoM AB3, ¢ yuerom TpeboBanuii HacTose MHCTpyKIMH.

5. UHcTamamus 1 HacTpoiKa CpeJCTB aHTUBUPYCHOM 3aIIUTHI HH(OPMAIIMK OCYILIECTBIISIOTCS
B COOTBETCTBHUHU C IPOTPAMMHOM U IKCIUIyaTallHOHHOM JOKYMEHTALIMEH, I0CTABIIIEMON B KOMIUIEKTE C
HUMU.



6. KonmupoBanue r000# HHGOpMAINH, IEPEHOCUMON ¢ TTOMOIIBIO JIFOOBIX CHEMHBIX HOCHTEIICH
uH(OpMAlUK, JOJKHO TPOUW3BOJUTHCA TOJBKO TIOCIHE TMPOBEACHHUS MPOLEAYPHl  IOJTHOTO
AHTHUBUPYCHOTO KOHTPOJISI ChEMHOTO HOCHUTEIIS.

7. AuTHUBUpYCHas TpOQUIAKTHKA  SBISETCS  HEOOXOJAMMBIM  DJIEMEHTOM  3aI[UThI
MH(GOPMALMOHHBIX PECYPCOB YUPEXKACHUS OT HUX MOAM(DUKAIMU M YHUUYTOKECHHUS. AHTHUBHpPYCHAS
npo(UIIaKTUKA COCTOSHHUS CPEJICTB aHTUBHPYCHOM 3allUThl MH(OpMAIMM HAa cepBepax M pabodmx
CTaHIUAX JOJDKHA MPOBOJAMUTHCS IO COTIIACOBAHUIO C anMuHucTpaTtopamu AB3 B Hepabouee Bpems, 3a
HNCKIIFOUCHUEM BHCIITATHBIX CI/ITyaIlI/II;'I.

Cratesn 4. Ilopsiioxk oOHOBJIeHHST 0a3 [JaHHBIX CPeJACTB AHTHUBHPYCHOH 3alIUTHI
uHpopmanuu

1. CBoeBpeMeHHOE OOHOBIIEHUE 0a3 JaHHBIX CPEJCTB aHTHUBUPYCHOM 3alIUThl HH(OpMALUU B
YUPEXKJICHUH SIBISIETCSI HEOThEMJIEMON 4acThi0 oOecrieueHus: 3PPEKTUBHON MOIUTUKH aHTUBUPYCHOM
3alUThl HHQOPMALIUK.

2. OOHoBineHHE 0a3 AAHHBIX CPEJICTB AHTHUBUPYCHOW 3allUThl HMHG(OpMAlMU Ha pabouymx
CTaHIUAX, YCTAHOBJICHHBIX JIOKAJIBHO B CTPYKTYPHBIX MOAPA3ACICHUAX, JODKHO IPOU3BOJUTHCS HE
peXe OJHOrO pasza B HEAENI0 B NOpSAKE, yCTaHaBIMBAaeMOM aaMuHucTpatopoM AB3, ¢ yderom
TpeboBaHui HacTosme MHCcTpykuuu.

3. Ha pabouem mecte aamuauCcTpaTopa AB3 MOTYT OBITh YCTaHOBJICHBI CPE/ICTBA, TTIO3BOJISIONINE
yepes JIBC ynpaBnsiTe KOMIIOHEHTAMU CUCTEMbI aHTUBUPYCHOM 3aIIUThI, YCTAHOBJIEHHBIMU Ha pab0YnX
CTaHIMSIX U CepBepax B CTPYKTYPHBIX MOJpa3eNIeHUsX, a TaKXKe MPOBOJIUTh OOHOBJIEHHS 0a3 CPEe/ICTB
aHTUBUPYCHOM 3auuThl HHGopMauu. B cnyyae ecnu paboyast cTaHIMS 11OJIH30BATENS HE MOAKIIOUEHA
k JIBC, oOHOBIEHHE CpelCTB aHTUBHUPYCHOM 3alIMThl MHGOPMAIUU MPOU3BOAMTCS IOJIH30BATENIEM
yepe3 CbeMHbIe HocuTenu HHpopmanuu. [lepuonaHocTs 0OHOBIEHUS ONPEeNsieTCs] TPOrPaMMHBIMU
TpeOOBaHMUAMHU  CPEACTB  AHTUBUPYCHOM  3aliuThl  MHGOpMALMM  WIM  YCTAHABJIMBAETCS
anMuHucTpaTopom AB3.

Crarps 5. O0s13aHHOCTH, IPAaBa ¥ NMOPSAA0K HA3HAYEHUA aAMHUHUCTPaTOpoB AB3

1. Anvmunauctparopsl AB3 00s3aHbl 0OecrieunBaTh COOJIOJCHUE B YYPEKICHUU TOJTUTHKU
AHTUBUPYCHOMU 3aIIUThl MH(OPMALIMU U BBISBIICHUE (PAKTOB 3apa)K€HUs MPOTrPaMMHBIMU BUPYCAMH.

2. K ocHoBHBIM 3as1auam agmuHucTpaTopa AB3 oTHOCSTCS opraHu3aius npoiecca yCTaHOBKHU U
OOHOBJICHHS CPEACTB aHTHUBUPYCHOMW 3aIUTHl MHPOpMAIUM Ha pabOYMX CTAHLMSIX IMOJIb30BaTeNeil U
ofOecrieueHre TEXHUYECKOTO COMPOBOXKIACHUS NEHCTBHIM MOJb30BaTENed B clydasx OOHapyKeHHs
MIPOrPaMMHBIX BHPYCOB, a TaK)K€ OCYIIECTBIECHUE KOHTPOJIS 32 COCTOSIHUEM CHUCTEMbl aHTUBUPYCHOMN
3aIUThl HHQOPMALIUH.

3. Aamunuctpatop AB3 HeceT OTBETCTBEHHOCT:

- 32 CBOEBPEMEHHYIO YCTAHOBKY CPEJICTB aHTUBUPYCHOM 3aIIMThI HH(pOpMALINK;

- 3@ DKCIUTyaTalUI0 CUCTEMbl aHTUBUPYCHOM 3aIIUThl HH(GOPMAIUK;

- 32 CBOEBpEMEHHOE OOHOBJICHHE JIMIICH3HI Ha CPEICTBA AHTUBUPYCHOM 3alIUThI HHPOpMALINH;

- 32 CBOEBpEeMEHHOE 0OHOBJICHHE 0a3 JaHHBIX CPEJCTB AHTUBUPYCHOH 3alIUTHI HHPOPMAIUH.

4. Anmunuctparop AB3 umeer npaso:

- BHOCHUTH TPEUIOKEHHUS IO COBEPIICHCTBOBAHHIO CHUCTEMbl AHTUBUPYCHOM 3alIUTHI
nH(OPMAILIUU B CTPYKTYPHBIX MOIpa3AeIECHUSIX 00pa30BaTEIBHOTO YUPEIKICHHUS,

- IPUHUMATh y4acTHe B MJIAHUPOBAHUU MEPONPHUITUIN 110 aHTUBUPYCHOU 3amuTe nH(GOpMauu
B OpraHM3alMi U TUIAHUPOBAHWU OCHAIICHHS CPEICTBAMHU AHTUBHPYCHOW 3almMThl HH(pOpManuu
CTPYKTYPHBIX MOIpa3AeIeHHIA;

- OCYHIECTBJISITH KOHTPOJb COCTOSIHMSI CPEJICTB AaHTUBUPYCHOM 3alluThl WH(OpMAIUU B
CTPYKTYPHBIX MOpa3ACICHHIX;

- TIPOBOJUTH CIY)KEOHBIE MPOBEPKH MO (akTaM 3apakeHUs MPOrPaMMHBIMH BHPYCAMHU
ABTOMATU3UPOBAHHBIX CHUCTEM OOpaOOTKM HMH(OPMALMHU U CPEACTB BBIYMCIUTEIHLHON TEXHHUKH B
00pa3oBaTeNIbHOM YUPEXKICHUH,

- OKa3plBaTh TOMOINb B PEHICHHH MPOOJIeM, BO3HHMKAIOMIMX MPH DJKCILTyaTallid CPEICTB
AHTUBUPYCHOU 3aIUThl HH(OpMALIMK B 00pa30BaTEILHOM YUPEKICHUH.

5. Haznauenue agmuHuCTpaTopoB AB3 opranu3zaiuu oCyliecTBIsSETCS Ha OCHOBAaHUH IIPHUKa3a
Mo o0pa30BaTeNbHOMY YUYPEKICHHIO C 00s3aTeNbHBIM OTPaKEHHUEM OOS3aHHOCTEH B JOKHOCTHOU
WHCTPYKIIUU.



6. O0s13aHHOCTH agMHUHUCTPAaTOPOB AB3 MOTyT coBMeIaTh JOKHOCTHBIC JIMLA, HA3HAYCHHBIE
aZIMUHHUCTpaTopaMu 0a3 JNaHHBIX (AaBTOMATH3HMPOBAHHBIX MH()OPMAIMOHHBIX CHCTEM), CHEIMAIHCTHI
UTC. Anvmunuctpatopamu AB3 He MOryT OBITH JOJKHOCTHBIE JIMI]A CTOPOHHHX OpraHU3alvi.
JIOJKHOCTHBIE JIMIIA, UCIOJIHAIOLIME 005S3aHHOCTH agMUHUCTpaTopoB AB3, yrBepxaaercs mpukazoM
PYKOBOIMTEIISE 00pa30BaTEIBHOTO YUPEKICHUS.

7. O0s13aHHOCTH aAMUHUCTPATOpPOoB AB3 opranuzanuu Apyrue JMia MOTyT UCHOJIHATH TOJBKO
Ha OCHOBAaHUM IpPHKa3a PYKOBOAMTENS YUPEKIECHHS O BPEMEHHOM MCIIOJHEHUU OOs3aHHOCTEN
aaMuHucTparopa AB3, B KOTOpOM yka3aH CpoK UCHOJIHEHUs 00s3aHHOCTEH aqmuHucTpaTtopa AB3.

CraTbs 6. O0513aHHOCTH 0JIb30BaTeJIell CpecTB AHTUBHPYCHOM 321U THI MH(OpMaLUH

1. Tlonb3oBarenp 00f3aH HW3YYUTh HACTOSIIYI0 VHCTpyKIMIO M  O3HaKOMHMTbCA C
HE00XOIMMOCTHIO HECEHHUSI OTBETCTBEHHOCTH 32 BBITIOJHEHUE €€ TPEeOOBAHMI 10T POCIIHCH.

2. Tlonb3oBarensaM 3arperiaercs:

- OTKJII0YaTh CPEICTBA aHTUBUPYCHOMN 3alllMThl HH(GOPMALIUU BO BpeMs padoThI;

- HCNOJb30BaThb CpPEACTBA AHTUBUPYCHOM  3alIMThl HMHQOpPMAIMH, OTJIWYHBIE OT
noiepxkuBaemMbix MTC, mepeueHb KOTOPHIX TOBOAMTCS N0 cBeAeHHs mois3oBareneir UTC wmm
aaMuHHCTpaTopoB AB3;

- 06e3 paspemenus agmuHuctpatopa JIBC n agmunucrparopa AB3 konupoats Jto0bie (paiibl,
YCTaHaBIMBAaTh M HCIOJB30BaTh JII000O€ MporpaMMHOE oOecredeHue, He MpeAHa3HAueHHOe s
BBITIOJTHEHUS CITY>)KEOHBIX 3a7a4.

3. BBox mHpOpManMu ¢ MarHUTHBIX, ONTHYECKUX, MArHUTOONTHYECKUX U IJIFOOBIX IPYTUX
ChEMHBIX HOCHUTENEeH HHPOPMAITH HECITY>KEOHOTO XapaKTepa I0JKEH OCYIIECTBIATHCS MOIb30BaTENIEM
TOJIBKO C paspeueHns asMuancTpaTopoB JIBC wim anmuanctpaTopoB AB3.

4. B ciyyae nosiBJIeHUs IOJI0O3PEHUI HA HalTM4Ke MporpaMMHbIX BUpycoB B JIBC nosib3oBarenu
JOJDKHBI HEMEJIEHHO mpouH(opmupoBats 00 3ToM aamuHuctparopa AB3. B ciydae BwISBICHHS
MHIUICHTOB (()akKTOB W T.I.), CBSI3aHHBIX CO COOSIMH B pabOTE€ CPEICTB AHTUBUPYCHOW 3aIUTHI,
MOJIK30BaTEb 0053aH HE3aMETUTEIBLHO COOOIIUTh 00 STOM OTBETCTBEHHOMY 3a MH(DOPMAIMOHHYIO
0€301acHOCTh M TeXHUYECKYI0 3amuTy nHdopmaruu UTC.

Cratbsn 7. llopsimok pgeiicTBHiI TmoJIb30BaTeseil W aaMuHucTpatopoB AB3 npu
00HapYyKeHUU BHPYCOB

1. OCHOBHBIMU MYTAMH IPOHUKHOBEHHS BUPYCOB B MHGOPMALIMOHHO - BBIYUCIUTEIBHYIO CETh
OpraHu3aliK SBJISIOTCSA: KOMIAKT-IAWCKHU, WUHbIE ChEMHbIE HAKOMUTENU HH(MOPMAIMH, JIEKTPOHHAS
noura, (aiibl, mosydyaemble U3 cetu VHTepHeT, paHee 3apakeHHble pabouue craHuuu. B ciyuae
oOHapy)XKeHHsI TPOrpaMMHBIX BHPYCOB TIPU BXOJAHOM KOHTPOJE OTYYXKJAaeMbIX HOCUTENEH
uHpopmanuy, (HaiaoB UM MOYTOBBIX COOOIIEHHM, MOCTYNUBIINX B CTPYKTYPHBIE MOAPA3ICICHUS,
M10JIb30BATENb JOJDKEH:

- MPUOCTAHOBUTH MpoIlecc MpreMa-rnepeaadyn HHPopMaImH;

- co00mUTh aAMUHUCTpaTopy AB3 min oTBeTCTBEHHOMY 32 MH(POPMAITMOHHYIO 0€3011aCHOCTD U
TexHuuyeckyro 3amuty nHpopmanuu UTC o dakre oOHapyx eHHS MTPOrpaMMHOTO BUPYCa;

- MPUHATH IO COTJIACOBAHUIO C agMUHHUCTpaTopoM AB3 Mephl MO JOKaIW3auuu U yJAICHHIO
MIPOrPaMMHOTO BUPYCa C UCIOJIb30BAHUEM CPEJICTB AaHTUBUPYCHOM 3alIUTHI HH(POPMAIIUY;

- coo0UTh 0 (pakTe OOHAPYKEHUS MPOrPaMMHOI0 BUpyca B CTPYKTYpHOE MOJpa3JeiieHue, U3
KOTOPOTO TOCTYNUJIM 3apak€HHbIE ChEMHbBIE AJIEKTPOHHBIE HOCUTENM HH(OpManuu, ¢aiisl wim
MIOYTOBBIE COOOIIEHHMS.

2. llpm oOHapyXeHMH TpPOrpaMMHBIX BHPYCOB B IIpolecce 00paboTku HHMOpMaLUH
10JIb30BaTENb 00sI3aH:

- HEMEJICHHO NPUOCTAaHOBUTH BCE PAOOTHI;

- coo0IUTh afMUHUCTpaTopy AB3 mim oTBeTCTBEHHOMY 32 HH(POPMAITMOHHYIO 0€301aCHOCTb
TexHUuecKyto 3amuTy nHpopmanuu UTC o dakre oOHapyKeHUsT TPOTPAMMHBIX BUPYCOB;

- IIPUHATH TI0 COTJIACOBAHMIO ¢ agMUHHUCTpaTopoM AB3 Mepsl M0 JOKaIW3aluu U YAAJIEHUIO
IIPOrPaMMHOTO BHpYCa C UCIOJIb30BAHUEM CPEJICTB AHTUBUPYCHOM 3alIUTh HH(POPMAIHUH.

3. IlporpammHBle CcpeacTBa OOIIEro W CHENHUAJbHOTO HA3HAYEHUs, HCMOJIb3yeMble B
CTPYKTYPHBIX TOJpa3JeIeHUusIX Ui 00paboTKM HMH(pOpMAIMM, OTHECEHHON K CiyeOHOH TaiiHe, B
cilyyae OOHApyXEeHHs MPOrPaMMHBIX BUPYCOB MOJIEKAT 00S3aTENbHONW MEpeycTaHOBKe ¢ paboumx
KOIIMI 3TaJOHa.



4. Ilpu HEBO3MO>KHOCTHM JIMKBHJALUU IOCIEACTBUM 3apa)K€HHUs NPOTPaMMHBIMU BHpYyCaMu
anmuHuctparopy AB3 Heobxoaumo:

- 32apPXUBHPOBATH 3apaKeHHBIE (DAIIBI C BHEIPSHHBIMU IPOIPAMMHBIMH BUPYCAaMH U HAIIPAaBUTh
C IPWIOKEHHUEM  COOTBETCTBYIOLIETO  CONPOBOAMUTENIBHOIO  JOKyMEHTa B  OpPraHU3alUIo,
OCYILECTBISIOUIYI0 TEXHUYECKYIO MOJJEPKKY OSKCIUIyaTallud CpPEACTB AHTUBUPYCHOW 3aIUTHI
uHbOpMaInu;

- OCYHIECTBUTb MOJHYIO I€PEYCTAaHOBKY IPOrpaMMHOIO oOOecnedyeHus Ha 3apak€HHOM
KOMIIBIOTEPE.

5. IIpu mosrydeHnn nHGOPMAIUK O BO3MOKHOM HAPYIICHUH JIMOO BBISIBICHUH (haKTa HAPYIICHUS
TpeOoBanuii Hactosmed WMHcTpyknmm pabota Ha paboyeid CTaHIMHM JAaHHOTO IIOJIb30BATENs
HEe3aMeITENbHO OJOKUpYeTCs MO peleHHIo aqMuHucTpaTopa AB3.

6. Bce daxrbl Mmogudukanuu u paspylieHHs AAHHBIX HA CepBepax WM pabounx CTaHIHUSAX,
3apakeHHe UX BUPYCaMHU, a TaKkKe 0OHapyXeHHE JPYTUX BPEJOHOCHBIX MPOTrpaMM KJIACCU(PULIUPYIOTCS
KaK 3HauuMble HapylleHus UHQPOPMAIMOHHOM O0e30MacHOCTM U JIOJDKHBI  aHAJIM3UPOBATHCS
MOCPE/ICTBOM IIPOBEJEHUS CIYKEOHOTO pacclef0BaHMs, MPOBOJUMOIO IO IMPHKa3y PYKOBOJIUTENS
00pa30BaTENILHOTO YUPEKICHUS.

Cratbs 8. OTBeTCTBEHHOCTD 32 BbINOJIHEHUE TpeboBanuii UHCTpyKumnu

1. 3a Hapymenue Hacrosmenn WMucrpykuun aamunuctparop AB3 u monbs3oBaTenu HECYT
OTBETCTBEHHOCTh, YCTAHOBJIEHHYIO JIEHCTBYIOIIMM 3aKOHOAATEIbCTBOM Poccuiickon denepanuu u
HOPMaTHUBHBIMU TTPABOBBIMH aKTaAMH.

2. PaboTHMKM THUMHa3WW HECYT OTBETCTBEHHOCTh 3a BBIIOJIHCHUE MEPONPHUITHNH TIO
AQHTUBHPYCHOU 3amuTe WHGOPMAIIMU HAa CPEJICTBAX BBIYMCIWUTEILHON TEXHHUKH, JKCIUTYaTHPYEMBIX
MMOTYMHEHHBIMH JTOJDKHOCTHBIMHM JIMIIAMH, M 32 O3HAKOMJIEHHWE uX (MOJ POCHIHCh) C HACTOSIICH
HNHCcTpyKIMel B CBOEM CTPYKTYPHOM MOIPa3ACIICHUH.

3. HemocpenacTBEHHYIO OTBETCTBEHHOCTh 3a COOJIOJCHHE B IOBCEIHEBHOM JESITEIBHOCTH
YCTaHOBJICHHBIX HOPM O0OecriedeH!s] aHTUBUPYCHON 3aIUThl HH(POPMAIIMU HA CBOMX pabOYUX MeECTax,
B TOM YHCJE 32 CBOEBPEMEHHOE OOHOBJIEHHE AHTUBHPYCHBIX 0a3 CpeJCTB aHTUBUPYCHOM 3alUThHI
nHpOpMallUd U TOJYYEHHE HOBBIX JIMIIEH3HMOHHBIX KIIOYEH, HECYT MOJb30BaTeNd, 32 KOTOPHIMHU
3aKpEIUICHBbI CPEACTBA BEIYUCIUTEIBHON TEXHUKH.

4. B cnydae HapymieHus TpeOOBaHM HacTosmel MHCTpyKinM, CBS3aHHBIX C NMPUMEHEHHUEM
MI0JIb30BATENIEM CPEICTB aHTHUBUPYCHOW 3alUTHl MH(YOPMAIIMH, MOJIb30BATENIb HECET MEePCOHAIbHYIO
OTBETCTBEHHOCTbh, YCTAHOBJIEHHYIO JCHCTBYIOLIMM 3aKOHOJATeIbCTBOM Poccuiickoin Penepauuu u
JIOKaJIbHBIMU HOPMATHUBHBIMU aKTaMU 00Pa30BaTEIbHOTO YUPEKICHUS.

5. OTBETCTBEHHOCTH 3a BBITIOJIHEHUE TpeOoBaHuil HacTosmel MHCTpyKIMK aqMIHICTpAaTOpaMu
AB3 HecyT HenocpeacTBEHHO aAMUHUCTPATOpbl AB3 1 Kypupyronme 3aMeCTUTENH AUPEKTOPa.

Crarbs 9. IlopsaoKk OCHALEHUS] OPraHU3ALUM CPeICTBAMHM AHTHBHMPYCHOH 3aIIMThI
uHpopmManun

1. OcHamieHue cpeAcTBaMH AHTUBUPYCHOM 3amMThl WHGOpPMAIMU  SBJISETCS  BUAOM
MaTepHUaIbHOTO 00ECIIEYeHHS U OCYIIECTBIISIETCS B 00pa30BaTEIbHOM YUPEXKICHUH [IEHTPATM30BAHHO.

2. Ilepenaya momy4eHHBIX CPEICTB AaHTUBUPYCHOM 3aIIUTHI HA 0OBEKTHI, HE BXOISIINE B COCTAB
OpraHu3aliy, 3ampelleHa. 3a HECAaHKIMOHUPOBAHHOE PACIPOCTPAHEHUE CPEACTB AHTUBUPYCHOMU
3alUThl MHQOpPMAIM BUHOBHBIE HECYT OTBETCTBEHHOCTh B COOTBETCTBHHM C 3aKOHOJATEIHCTBOM
Poccuiickoit denepanuu.
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